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ASP.NET Web Services Techniques

The Microsoft .NET Framework is comprised of two primary technologies: The Common Language Runtime (CLR)
and XML Web Services. The CLR is the engine used for running .NET managed code and offers services such as
cross-language integration, object lifetime management, thread management, etc., and it also enforces strict type
safety and other forms of code accuracy that ensure security and robustness. The second .NET core technology
offering, Web Services facilitate integrating applications over Internet, using open standards such as XML, SOAP and
WSDL. ASP.NET, the revolutionary successor of ASP for Web development, adds support for creating and invoking
XML Web services.

In this article I will make the assumption that, you being a .NET developer, at the minimum have tried out writing and
calling a simple "Hello World" or "a+b" XML Web service; and are familiar with the .NET Framework, C#, VB.NET, and
have some knowledge of the .NET Framework Class Library. With these assumptions, in this article I'll present some
techniques that | think will be useful while you are working on "real world" XML Web services development using
ASP.NET.

More specifically, you'll learn about the following ASP.NET Web Services concepts:

Working with SOAP Headers
Asynchronous Web Services Clients

SOAP Faults

Passing Binary Data

Session and Application State Management
Caching

Hooking into HTTP Pipeline

WSDL.exe and web.config Tips

You'll need the following to try out code examples from this article:

Microsoft Windows 2000, Windows XP, or Windows Server 2003,
Microsoft .NET Framework 1.0 SP2 or higher,

11S 5.0 or higher; or ASP.NET Cassini Sample Web Server,

SQL Server 7/2000, or MSDE 2000, and

Microsoft Visual Studio .NET.

Working with SOAP Headers

SOAP makes uses of XML for messaging. This means that the client sends a XML request "envelope" to the Web
service, which processes the message, generates the XML response "envelope" to be sent to the client. SOAP request
and response XML documents contain a root node named gpyel| ope. Which must contain a child node named gody -
The Body tag then contains the actual message exchange details (request method/document, parameters and the
response). The pody element might also contain gyl t child element to report any errors. The gpye| ope root node
may optionally contain a node named Header -

The notion of SOAP headers offers an excellent mechanism to extend the basic SOAP messaging architecture. For
instance SOAP headers can be used for implementing routing, security/authentication/digital signature, or for any
such "out of band" data.

A SOAP Header can be part of request and or response. If the gpye| ope root node contains Header (in addition to the
required pody) node, the Header Must be the immediate child to the root gpye| ope Node. The Header Node may have
two optional attributes: m,st Under st and (to indicate if the header entry is mandatory or optional for the recipient to



process), and act or (used for indicate the ultimate recipient of the message for a hop-by-hop routed message).

Figure 1 shows a sample SOAP request envelope that contains the authentication details as part of the SOAP Header:

xmlns="uri: Perfea:

Figure 1 - Sample SOAP Request Envelope

ASP.NET simplifies working with SOAP headers. Adding support for SOAP Headers to a ASP.NET Web service involves
following steps:

e Creating a new class that derives from the SpapHeader class. The SpapHeader class is part of
Syst em Web. Ser vi ces. Prot ocol s hamespace,

e Adding an instance of the above class as a member variable to our Web service class, and

® Making use of the [ SpapHeder] Web method attribute.

Once the above is done, working with SOAP headers is like working with any other class.

Without any further due, let's look at an example of using SOAP Headers with ASP.NET Web services. For brevity,
we'll not make use of code-behind feature, and write the Web service logic directly into the  gsnpx file. We'll use C# to
code the actual Web service, while the client will be written using Visual Basic .NET.

SOAP Headers Demo

In this example, we'll create a Web service that has just a single method named Get Dat a that can be used to get data
from a SQL Server database. The Web method takes two parameters — name of the table or a stored procedure and
type of first parameter (an enum to indicate if first parameter is name of a table or a stored procedure). The Web
method connects to Northwind database on local SQL Server runs the query and returns the dataset. Ideally you
would pull the connection string from web.config — but here just for the sake of simplicity, we have hard-coded the
connection string — except the value of SQL Server user id and password, which is passed as SOAP Header
values.

The Get Dat a Web method in the following Web service first checks for Token header value and if it is not " 123" —
raises the exception and hence sending the SOAP Fault back to the client. Next, based on the query type (second



parameter), it formulates the SQL statement, which it then executes using Sql Dat aAdapt er and gets back a pat aSet
to be sent to the client. The connection string passed to Sql Dat aAdapt er makes use of the login id and password
values passed as SOAP header.

SOAPHeaders.asmx

<%@ WebServi ce Language="C#" C ass="SQ.Tabl eDat a" %
usi ng System

usi ng System Xnl ;

using System Xm . Seri alization;

usi ng System Web. Servi ces;

usi ng System Web. Servi ces. Protocol s;

usi ng System Dat a;
usi ng System Dat a. Sgl Types;
using System Data. Sql C i ent;

// Overriding SoapHeader class - to create a class that represents
//the content of a SOAP Header

public class SQ.Logi nDetails : SoapHeader

{
public string Userl D;
public string Password;
[Xm Attribute]
public string Token;

}

[ WebSer vi ce (Nanespace="uri: Perfect XML- Test W5", Description="S0OAP Headers Denp")]
public class SQ.Tabl eDat a

{
public SQ.Logi nDetails sql Aut henticati on;

public enum eQueryType {eTabl eQuery, eStoredProcedure};

[ WebMet hod (Description="Use this nethod to run a SELECT * query on a table " +
"or to execute a stored procedure. Method returns DataSet. Requires SQ. Server " +
"authentication details passed as the SOAP Header values.")]

[ SoapHeader ("sql Authentication”, Required=true)]
public DataSet GetData(string Tabl eOr SPName, eQueryType |sltTabl eOr SP)
{
Dat aSet dsResult = new Dat aSet () ;
i f(sqgl Authentication. Token !'= "123")
t hr ow new Exception("M ssing Token.");

string strQuery;
if (IsltTabl eOrSP == eQueryType. eTabl eQuery)

strQuery = "SELECT * FROM [" + Tabl eOr SPNane + "]";
el se

strQuery = "EXEC " + Tabl eOr SPNan®;

Sql Dat aAdapt er adapter = new Sgl Dat aAdapt er (str Query,
"SERVER=. ; U D=" + sql Authentication.UserlD +
"; PWD=" + sql Aut hentication. Password + "; | N Tl AL CATALOG=Nort hW nd;");

adapter.Fill (dsResult);



return dsResult;

The above Web service defines a class named SQ_Logi nDet ai | s that is derived from the

Syst em Web. Servi ces. Prot ocol s. SoapHeader class. This class is the basis for SOAP header functionality in this
example — an instance of this class is added to our Web service class SQ_Tabl eDat a- The instance member variable
(sgl Aut henti cati on) is then used with the SpapHeader Web method attribute. Also note how the [ Xn Attri but e]
attribute is used in the SoapHeader derived class. The above Web service expects a SOAP request message similar to
one shown in Figure 1 above. As part of the SOAP header, it expects a string "Token" passed as an attribute and two
child nodes named "yUser | D' and "passwor d” (in real life, these parameters would be encrypted).

The following table shows the sample request and response SOAP messages:

SOAP Request with Header

<?xm version="1.0" encodi ng="utf-8"?>
<soap: Envel ope

xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xm ns: xsd="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns: soap=
"http://schemas. xm soap. or g/ soap/ envel ope/ ">

<soap: Header >
<SQLLogi nDetai |l s Token="123"

xm ns="uri : Perfect XM_.- Test W&" >
<User | D>sa</ User | D>
<Passwor d></ Passwor d>

</ SQLLogi nDet ai | s>
</ soap: Header >

<soap: Body>
<GetData xm ns="uri: Perfect XM.- Test W&" >
<Tabl eOr SPNane>Cust oner s</ Tabl eOr SPNane>
<l slt Tabl eOr SP>eTabl eQuery</Islt Tabl eOr SP>
</ Get Dat a>
</ soap: Body>
</ soap: Envel ope>

SOAP Response Message

<?xm version="1.0" encodi ng="utf-
<soap: Envel ope
xm ns: soap="http://schemas. xmn
xm ns: xsi="http://ww. w3.o0rg/:
xm ns: xsd="http://ww. w3. org/ :

<soap: Body>
<Get Dat aResponse xm ns="uri: Perfe
<Get Dat aResul t >
<xs:schemn i d="NewDat aSet" xmnir
xm ns: xs="http://ww. w3. ¢
xm ns: nsdat a="ur n: schenas

</ xs: schema>

<di ffgr:diffgram
xm ns: nmsdat a="ur n: schenas-
xm ns: di ffgr="urn: schemas-

</diffgr:diffgranp
</ Get Dat aResul t >
</ Cet Dat aResponse>
</ soap: Body>
</ soap: Envel ope>

If the Token header value is not passed or is not "123" the Web service raises the exception — which sends the SOAP

Fault message back to client, which looks like:

SOAP Fault when Token Header Value is not" 123"
<?xm version="1.0" encodi ng="utf-8"?>

<soap: Envel ope xm ns: soap="http://schenmas. xm soap. or g/ soap/ envel ope/ ">

<soap: Body>
<soap: Faul t >
<f aul t code>soap: Server</faul t code>

<faul tstring>System Web. Servi ces. Protocol s. SoapException

Server was unable to process request. --->

System Exception: M ssing Token

at SQLTabl eDat a. Get Data(String Tabl eOr SPNane,

eQueryType |sltTabl eOr SP)

--- End of inner exception stack trace ---</faultstring>

<detail />
</ soap: Faul t >

</ soap: Body>
</ soap: Envel ope>



Now that our Web service is ready let's write the client for this Web service and see how SOAP Headers are passed
from the client. As mentioned, we'll use VB .NET to write the client applications. The client for the above
SQLTabl eDat a Web service is a Windows Forms application which looks like:

™ soap Headers Test - Client App =101 x|

Uses ID: Password: Token Table / 5P Hame:

Iga Ixixﬂ-x |12;] ]I:ushnmsla j [ 5P?

CustomedD | CompangMa | ContactMame | ConfactTile | Addiess | City Region PostalCode | Coa
\ALFK Alfteds Fulter  Maria dnders  Sales Repres  Obere 5. 57 Bedin [l 12403 Ge
k AMATR Ana Trupllo E Ana Trullo Owiress bAyda delaC MéxicoDF.  [ral] 05021 Me
AMTON Artonio Mote | Anlonio More  Dwinet Mataderos & MéxicoDF. [ 05023 Me o
Feady o

Figure 2: SOAP Headers Demo Client Applications

Create an 1S virtual directory named Real Wor | dWebSvcs and then save the above Web service as soaAPHeader s. asnx
under this virtual directory. To try out the client application (Figure 2) for this Web service, download the source code
for this article and open the HeadersC i ent . sl n solution from the Header sC i ent folder. This Windows Forms
applications refers (Project | Add Web Reference) to the above SOAP Headers demo Web service. Let's look at the
client code:

Forml.vb

I mports System

I nports System Dat a
I mports System Data. Sqgl dient
I mports System Dat a. Sgl Types

I mports System Wb
I mports System Web. Servi ces
I mports System Web. Servi ces. Prot ocol s

I nports Headersdient.|ocal host

Public O ass Forml
Inherits System W ndows. Forms. Form

Private WebSvcd ient As New SQLTabl eDat a()
Private HeaderData As New SQ.Logi nDetail s()

Private Sub btnGetData_Cick(ByVal sender As System bject,
ByVal e As System Event Args) Handl es btnGetData. d i ck

Try
StatusBar 1. Text = "Sendi ng Wb Servi ce Request..."
Cursor = W ndows. Forns. Cursors. Wai t Cur sor
Di m Resul t DS As Dat aSet
dgResul t s. Set Dat aBi ndi ng( Resul t DS, "")

Header Dat a. User | D = t xt User | D. Text
Header Dat a. Password = t xt Passwor d. Text
Header Dat a. Token = t xt Token. Text



WebSvcd i ent. SQLLogi nDet ai | sVal ue = Header Dat a

If IsltSP. Checked Then
Resul t DS = WebSvcd i ent. Get Dat a(cbTabl eOr SPNane. Text,
eQuer yType. eSt or edPr ocedur e)
El se
Resul t DS = WebSvcd i ent. Get Dat a(cbTabl eOr SPNane. Text,

eQuer yType. eTabl eQuery)
End | f
dgResul t s. Set Dat aBi ndi ng( Resul t DS, "Tabl e")

St at usBar 1. Text = "Ready"

Catch se As SoapException

StatusBar 1. Text = "SOAP Exception: " & se. Message
MessageBox. Show(se. ToString())

Catch oe As Exception

St at usBar 1. Text = "Exception: " & oe. Message
MessageBox. Show( oe. ToString())
Finally
Cursor = Wndows. Forns. Cursors. Defaul t
End Try
End Sub
End d ass

After few | nport s statements (including the one to import the referred Web service namespace), the Form class
declares instances of Web service and the header classes. The button click handler than gets the values (token, user
etc.) from the form controls, populates the header class members, and finally calls the Web service
method. If successful, the Web service returns the pat aSet which is then bound to the data grid using

Set Dat aBi ndi ng method. Note how the exception handling is implemented in the client code.

id, password,

The above client code sends the Web service request synchronously and hence it blocks till the Web service method
returns. However, it would be a good idea to call the Web service asynchronously so that the client application user

interface is not blocked while the Web service request is being processed.

Let's add another button to the above form and call it "Get Data Async" and here is the additional code required to

support the Asynchronous Web service invocation:

Private

Try

Sub bgnGet Dat aAsync_Cl i ck(ByVal sender As System Object,
ByVal e As System Event Args) Handl es bgnGet Dat aAsync. d i ck

St atusBar 1. Text = "Sendi ng Wb Service Request..."

Di m Resul t DS As Dat aSet
dgResul t s. Set Dat aBi ndi ng( Resul t DS, "")

Header Dat a. User | D = t xt User | D. Text
Header Dat a. Password = t xt Passwor d. Text
Header Dat a. Token = t xt Token. Text

WebSvcd i ent. SQLLogi nDet ai | sVal ue = Header Dat a

I f IsltSP.Checked Then
WebSvcd i ent. Begi nGet Dat a( cbhTabl eOr SPNane. Text,

eQueryType. eSt oredProcedure, CallbackFn, WebSvcdient)

El se



WebSvcd i ent. Begi nGet Dat a( chTabl eOr SPNane. Text,
eQueryType. eTabl eQuery, CallbackFn, WebSvcdient)

End | f
Catch se As SoapException
StatusBar 1. Text = "SOAP Exception: " & se. Message

MessageBox. Show(se. ToString())
Catch oe As Exception

StatusBar 1. Text = "Exception: " & oe.Message
MessageBox. Show( oe. ToString())
End Try
End Sub

Public Sub Get DataCal | back(ByVal ar As | AsyncResult)
Try
Di m WebSvcd i ent As SQ.Tabl eData = CType(ar.AsyncState, SQLTabl eDat a)
ASyncResul t DS = WebSvcd i ent. EndGet Dat a(ar)

'See KB Article 318604
Di m Cal | Dat aBi ndToDat aGri d As New Met hodl nvoker (AddressO RefreshGri d)
Begi nl nvoke( Cal | Dat aBi ndToDat aGri d)

Catch se As SoapException
StatusBar 1. Text = "SOAP Exception: " & se. Message
MessageBox. Show(se. ToString())

Catch oe As Exception

StatusBar 1. Text = "Exception: " & oe.Message
MessageBox. Show( oe. ToString())
End Try
End Sub

Public Sub RefreshGid()
dgResul t s. Set Dat aBi ndi ng( ASyncResul t DS, "Tabl e")
StatusBar 1. Text = "Ready"

End Sub

In the client application, when we add the Web Service Reference, Visual Studio .NET runs the wsdl.exe tool to
generate the Web service proxy that is used by the client and that forwards the request to the actual Web service. In
addition to generating the actual Web method proxies, it also generates the asynchronous version of Web methods —
by adding two more methods for each Web method — prefixing using Begi n and End, for example: Begi nGet Dat a and
EndGet Dat a for the Web method Get Dat a- These methods are used for calling the Web service asynchronously.

To the Begi nGet Dat a method, address of a callback function is passed, which is called when the Web method
eventually returns. In this callback method implementation (Get Dat aCal | back in the above example), we call the
EndGet Dat a method and get the resultant value (pat aSet in this case). In the callback method, we get back the
dataset but we can not bind to the data grid control on the form — as both are on different threads (See KB Article
318604) and hence we make use of Vet hodl nvoker and Begi nl nvoke to call another member function Ref reshGi ds
which then binds to the grid.

So now the above Web service client application has two buttons: One to call Web service method synchronously and
other to send asynchronous Web method request. Type the correct login parameters, select or type table or stored
procedure name from the combo box, and click on the "Get Data" button and then on "Get Data Async" button and
you'll notice that with synchronous request the Ul becomes unresponsive till the Web method finishes (try moving
the window); however with Asynchronous Web method invocation, the client is not blocked.

So far you have learned:

e How to create a Web service that accepts SOAP Headers,
e How to generate SOAP Faults,
® Passing SOAP Headers from the client,



e Handling SOAP Faults on the client side, and
e Sending Asynchronous Web service requests

Let's now look at how to pass binary data using Web Services.

Passing Binary Data

If you need to pass binary data as part of SOAP messages, there are two choices available with ASP.NET today:

® Using the "Web Services Enhancements for Microsoft .NET" toolkit that supports WS-Attachment with DIME to
send attachments with SOAP. Click here to read an article on MSDN for more details on this. DIME for sending
attachments with SOAP messages is also supported by Microsoft SOAP Toolkit 3.0. Click here for more
information on this.

e Encoding the binary data using Base64 or hex encoding and including that directly as part of the XML message
(instead of separate attachment).

In this article we'll explore the second option and write an ASP. NET Web service that loads a image file from the Web
server, encodes that using Base64 and Hex and sends that to the client.

Binary Data Demo

The following Web service has two methods: One that returns data encoded using Base64 encoding, while other
returns hex encoded binary data.

BinaryData.asmx

<%@ WWebSer vi ce Language="C#" C ass="Bi naryDat a" %
usi ng System

usi ng System Xnl ;

using System Xm . Seri alization;

usi ng System Web. Servi ces;

using System | G

[ WebSer vi ce (Nanespace="uri : Perfect XM.- Test W', Description="Binary Data Demp")]
public class BinaryData

{
[ WebMet hod (Description="Binary Data returned using <b>base64</b> encoding.")]

public hyte[] GetlnageAsBase64()

{
FileStream I nageFS = new Fil eStream( @c:\ PXM.. JPG', Fil eMode. Open, Fil eAccess. Read);
int 1mageSi ze = Convert. Tol nt 32(1 mageFS. Lengt h) ;
byte[] | mageBytes = new byte[l nageSi ze] ;
| mmgeFS. Read(| nageBytes, 0, |nmageSize);
| mageFS. d ose();
return | mageByt es;
}

[ WebMet hod (Description="Binary Data returned using <b>Hex</b> encoding.")]
public string GetlmgeAsHex()

{
return System BitConverter. ToString(GetlnageAsBase64()). Repl ace("-", "");

}



The two key points to note in the above Web services are:

e If the Web service method return value is declares as byt e[ ] , the ASP.NET Framework would serialize that byte
data using Base64 encoding.
e We use System Bi t Converter. ToStri ng method to convert the binary data into hex.

Save the above .asmx file in the same virtual directory (Real Wor | dWebSvcs) - Make sure the file referred in the code
(c:\PXML.JPG in above code) exists and browse to the Web service page using Internet Explorer and see how
binary data is serialized using Base64 and hex encoding.

Let's write the client application that accesses the above Web service. Again, we'll write a VB .NET Windows Forms
application. The client application refers (Project | Add Web Reference) to the above Bj nar yDat a. asmx Web service.

=
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Figure 3 - Binary Data Web Service Client Application

To try out the above client application (Figure 3), download the source code for this article and open the
Bi naryDat ad i ent . sl n solution from the Bj nar yDat ad i ent folder.

For Base64 encoded data, we really don't have to do much if it is the .NET client — since the Framework automagically
de-serializes the Base64 data once again as byte array, which then we load into memory stream and set that as the
bitmap control image. For hex data, we have written a small utility function that converts the hex encoded string into
byte array.

Forml.vb

I mports Bi naryDataC ient.|ocal host
I mports System 1O
I mports System Text

Public O ass Forml
Inherits System W ndows. Forms. Form

Private Sub btnBase64_Click(ByVal sender As System Object, ByVal e As System Event Args) Handl es |
Cursor = Cursors. Wit Cursor

Try
Di m bi nDat aHel per As New Bi naryDat a()

Di m Pi cureBytes() As Byte = bi nDat aHel per. Get | nageAsBase64()
EnmpPi ct ur eBox. | mage = New Syst em Dr awi ng. Bi t map( New MenorySt rean( Pi cur eByt es))

Catch el As Exception
MessageBox. Show(el. ToString())
Finally
Cursor = Cursors. Default
End Try
End Sub

Private Sub btnHex_Cick(ByVal sender As System Object, ByVal e As System Event Args) Handles btn



Cursor = Cursors. Wit Cursor

Try
Di m bi nDat aHel per As New Bi naryDat a()
Di m Pi cureBytes() As Byte = HexStringToByteArray(bi nDat aHel per. Get | nageAsHex() )
EnpPi ct ur eBox. | mage = New Syst em Dr awi ng. Bi t map( New MenorySt rean( Pi cur eByt es))

Catch el As Exception
MessageBox. Show(el. ToString())
Finally
Cursor = Cursors. Default
End Try
End Sub

Private Function HexStringToByteArray(ByVal hexString As String) As Byte()
Dim StringlLen As |nteger

StringlLen = hexString. Length

If StringLen Mbd 2 <> 0 Then
Thr ow New Ar gunent Excepti on()
End |f

DimByteArrLen As Integer = (StringLen / 2) - 1
Dimresul t ByteArray(ByteArrLen) As Byte
Dimilndex As Integer

For ilndex = 0 To ByteArrLen
resul tByteArray(ilndex) = Convert. ToByte(hexString. Substring(ilndex * 2, 2), 16)
Next

Return resul t Byt eArray
End Function

End d ass

The above example illustrates how the .NET Framework simplifies the task of sending and receiving binary data as
part of SOAP message. The Web method returns byte array and the .NET Framework takes care of serializing into
Base64 and de-serializing into byte array on the receiving side. If on the receiving side you can not use the .NET
Framework there are other options, such as using MSXML DOM to convert Base64 encoded data into binary data. Click
here for an example of using MSXML to work with XML and binary data.

Stateful Web Services

HTTP by its nature is stateless. The HTTP client sends the request; the server returns the response and forgets about
the client. However, many Web applications pose the requirement to remember the client. ASP and ASP.NET support
the notion of Session and Application state that can be used to maintain essentially the session -level or application-
level data on the Web server, respectively. When the user first browses the Web site, ASP and ASP.NET sends a
session cookie to the client — this session cookie is then used for associating the user session data on the server.

Now we know that while creating ASP.NET Web application, we can remember the user-specific details (session state)
and the entire application settings (application state), is it possible to use these features while writing Web services?
That is, to maintain data between wepMet hod calls? Or remember settings for the entire Web service for all the
clients? The answer is yes. If you are familiar with ASP/ASP.NET state management, the same Sessij on and

Appl i cati on collection properties are available to ASP.NET Web services also.

If the Web service class derives from System Web. Servi ces. WebSer vi ce class, it can directly access the Sessi on and
Appl i cati on collection properties; however if the Web service does not derive from the
Syst em Web. Servi ces. WebSer vi ce class, it can still access the ASP.NET state management features by using



Ht t pCont ext . Current . Sessi on and Ht t pCont ext . Current . Appl i cat i on objects, as shown in the following sample
Web service.

The following sample Web service does not derive from Syst em Web. Servi ces. WebSer vi ce class and hence uses

Ht t pCont ext . Current. Sessi on and Htt pCont ext . Current . Appl i cat i on (instead of directly using Sessi on and

Appl i cat i on objects) to store and retrieve session and application data, respectively. The Web service has four
methods: Logi n, Logout s Get Logged! nUser sCount » and Reset Loggedl nUser sCount - The Logi n method checks if user
is already logged in current session: if yes, raises the exception (and hence returns SOAP Fault), else sets the session
value Cust orrer as the input cust oner | D and increments the application level "logged-in users™ count. The | ogout
method makes sure that user is logged into current session, else raises the exception. If the user is logged in

(Sessi on["Customer”] != null ), the Logout method resets the session variable to ny| | and decrements the
application level "logged-in users" count. The other two methods provide access to application level "logged-in users"
count and allow it to reset its value to 0. Note that you can also do session and application level processing by
defining the session and application event handlers in Global.asax file.

StateDemo.asmx

<%@ WebSer vi ce Language="C#" C ass="St at eDenn" %
usi ng System

usi ng System Wb;

usi ng System Web. Servi ces;

[ WebSer vi ce (Nanespace="uri: Perfect XML- Test W5", Description="Application and Session State Denp")]
public class StateDeno

{

[ WebMet hod (

Enabl eSessi on=tr ue,

Description="Logi n by passing the Customer ID, such as ALFKI, VINET, etc.")]
public bool Login(string Custonerl D)

{
if (Customerl D == null)
t hrow new Exception("Custoner IDis required.");
if (CustomerID.Trim().Length <= 0)
t hrow new Exception("Custoner IDis required.");
i f(HttpContext. Current. Session["Customer"] == null)
{
Ht t pCont ext . Current. Sessi on[ "Custoner"] = Customerl D
i f(HttpContext.Current. Application["Loggedl nUsersCount"] == null)
Ht t pCont ext. Current. Appli cation["Loggedl nUsersCount"] = 1;
el se
Ht t pCont ext . Current. Appl i cati on[ " Loggedl nUsersCount"] =
Convert. Tol nt 32( Ht t pCont ext. Current. Appl i cati on["Loggedl nUsersCount"]) + 1;
return true;
}
el se
{
throw new Exception("Al ready |logged in as " + HttpContext.Current. Session["Custoner"]);
}
return fal se;
}
[ WebMet hod (

Enabl eSessi on=tr ue,



Descri pti on="Logout and end the session.")]
publ i c bool Logout ()

{
i f(HttpContext. Current. Session["Custoner"] == null)
{
t hrow new Exception("Not |logged in.");
}
el se
{
Ht t pCont ext . Current. Session["Custoner”] = null;
i f(HttpContext. Current. Application["Loggedl nUsersCount"] == null)
Ht t pCont ext. Current. Appli cati on[ "Loggedl nUsersCount"] = 0;
el se
Ht t pCont ext. Current. Appl i cati on[ "Loggedl nUsersCount"] =
Convert. Tol nt 32( Ht t pCont ext. Current. Appl i cati on["Loggedl nUsersCount"]) - 1;
return true;
}
return fal se;
}
[ WebMet hod (

Enabl eSessi on=t r ue,
Description="To find out how nany users are |logged in.")]
public int GetLoggedl nUsersCount ()

{
i f(HtpContext. Current. Application["Loggedl nUsersCount"] == null)
Ht t pCont ext . Current. Appl i cati on[ "Loggedl nUser sCount"] = 0;
return Convert. Tolnt32(Htt pContext. Current. Application["Loggedl nUsersCount"]);
}
[ WebMet hod (

Enabl eSessi on=t r ue,
Description="To reset the logged in users count.")]
public voi d ResetlLoggedl nUser sCount ()

{
Ht t pCont ext. Current. Appl i cati on[ "Loggedl nUsersCount"] = O;

}

Save the above .asmx file under a virtual directory (or a Web site) and browse to it using the Internet Explorer
browser. Try executing the | ogout method and it should return back the exception saying "Not | ogged in"- Try

Get Logged| nUser sCount method and it should return 0. Try |Logi n method and pass any string as Cust oner | D vValue,
it should return Trye- Try the | ogi n method again with the same Cust orrer | D and it should raise an exception saying
"Al ready |ogged in" . Start another browser instance and Try logging in using the same Cust orrer | D- It should
return True this time — as it is a different session. Try Get Logged! nUser sCount method and it should return 2.

Note that as ASP.NET processes multiple requests simultaneously, it is generally a good idea to synchronize access to
the Appl i cat i on object — to make sure that always the correct value is returned and that you are not running into
concurrency issues. You can do this by calling Appl i cati on. Lock() before updating the value and

Appl i cation. UnLock() after the update statement. However, if you are holding objects in Application scope, it
generally makes sense to make the classes thread-safe instead of locking and unlocking.

Click here for more information on ASP.NET State Management.

Cachinao



In my opinion every ASP.NET developer (or any Web developer for that matter) should have knowledge of what
Caching is, how to implement it, and how does it work. If you really want to build high-performance and scalable Web
application or Web services, Caching can play an important role in your design, and help you achieve your goals. The
idea behind Caching is to "remember" data or page text so that it can be reused and hence saving resources and
time, ultimately improving the performance and serving more requests. The data/page text can be cached either on
the server (in-memory) or at some intermediaries (example: proxy server) or on the client-side (browser cache).

I would recommend the following links if you want to learn about ASP.NET Caching:

ASP.NET Caching - Article by Rob Howard

Caching Architecture Guide for .NET Framework Applications
ASP.NET Caching Features - .NET Framework Documentation
INFO: ASP.NET Caching Overview (KB Article 307225)
ASP.NET Caching (O'Reilly OnDotNet Web site)

In this article, I'll introduce you to the concept by presenting a very simple example of using ASP.NET Caching
(Method: Page Output Caching) with Web service methods. Please refer to above links and .NET Framework
documentation for complete details on Caching.

The following sample Web service has just one method: Get Fi | esCount that returns the number of files in the current
directory. The entire response of this webMet hod is cached for 60 seconds by using the CacheDur ati on=60 property on
the webMet hod attribute.

CachingDemo.asmx

<%@ WebSer vi ce Language="C#" Cl ass="Cachi ngDeno" %
usi ng System

usi ng System Web;

usi ng System Web. Servi ces;

usi ng System Xm ;

using System | G

[ WebSer vi ce (Nanespace="uri: Perfect XML-Test W5", Description=".NET XM. Wb Servi ces Cachi ng Denpo")]
public class CachingDeno : WbService

{
[ WebMet hod ( CacheDur ati on=60, Description="Returns nunber of files in the current folder.")]
public string GetFil esCount ()
{
string CurDir = Server.MapPath(".");
string Message = "As of: " + System DateTi ne. Now. ToString() + " " +
CurDir + " contains " + Directory. CGetFiles(CurDir).Length. ToString() +
" files.";
return Message,
}
}

Save the above .asmx file under a virtual root, then browse to it and try the Get Fi | esCount method. You should get
response similar to one shown in the following screenshot:
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Figure 4 - webMet hod response is cached for 60 seconds by using the cacheDur ati on=60 attribute.

Immediately after browsing to the above Web service page, try refreshing (F5) the page and you'll notice that neither
the date time nor the "number of files" count change, even if you copy some files into the virtual directory folder or
delete some files - the reason being we have set to cache the Web method response for 60 seconds. Keep refreshing
the page and after 60 seconds Web method will return the updated date time along with the current number of files
count.

The above Web service example illustrated how a single property value on webMet hod attribute enables the ASP.NET
caching functionality. | encourage you to do some more reading on Caching and see how you can further use it for
creating scalable ASP.NET Web services and Web sites.

Hooking into HTTP Pipeline

Before .NET was available, if you were to hook into the IS request-response processing, the most common approach
taken was to write the ISAPI extension and filter DLLs, mostly using C++. In .NET Framework, the equivalent of
extension DLLs is classes that implement the | Ht t pHandl er interface; and the equivalent of filter DLLs is classes that
implement the | Ht t pModul e interface.

HTTP handlers, like ISAPI extension DLLs, are capable of servicing HTTP requests. In ASP.NET Framework, the request
eventually is serviced by a class that implements | 1t t pHandl er interface. For instance, each .aspx Web page is a
class that derives from Syst em Web. Ul . Page Which in turn implements the | Ht t pHand| er interface.

The | Ht t pHandl er interface defines one public property (| sReusabl e) and a single method (ProcessRequest )- The
ProcessRequest method has one parameter of type H: t pCont ext , Which encapsulates the HTTP request, response,
and state management objects.

F CHOWINNT Microsoft.NET',Framework'¥1.1.4322  Syske -0l x|
File Miew Help

o B class interface public abztract auto anzi
ProcezsRequest : void(clazs Svztemweb HitpContest]
----- B o=t IsReusable : bool])

‘. db |sReusable - instance bioal(]

L

.azzembly Spztermn\Web
{

El B

Figure 5 - IHttpHandler interface as defined in System.Web.dll

SEDE

In summary, you can write classes that implement | Ht t pHandl er in order to participate in low-level request/response
processing (like ISAPI extension DLLs); and write classes that implement | Ht t pModul e for pre/post processing of

HTTP requests (like ISAPI filter DLLs). Instead of further elaborating on HTTP pipeline and how it works, | would point
you to some good resources on MSDN and somewhere else. If you are not familiar with how HTTP pipeline (the flow of



HTTP request and response from Web server to ASP.NET classes and back) in ASP.NET works, read these articles and
come back here for an example of how to write customer HttpHandler to implement a Web service.

HOW TO: Create an ASP.NET HTTP Handler by Using Visual C# .NET
INFO: ASP.NET HTTP Modules and HTTP Handlers Overview

HTTP Modules

Serving Up ASP.NET Handlers the Easy Way

HTTP Handlers and HTTP Modules in ASP.NET

HTTP Runtime Support

Deploying HTTP Handlers and HTTP Modules

IHttpHandler Web Service Demo

Let's write a simple Web service that accepts a string and returns hex-formatted SHA1 encrypted hash for the input

string.

The following .cs file contains a C# class that implements | H t pHandl er interface. The processRequest method:

first calls a supporting private function that uses DOM to load the SOAP message from the HTTP request stream
and extracts the string to be encrypted,
it then calls another supporting function to do SHA1 encryption on the input string,

e finally, it calls yet another supporting private function, that loads a local XML file that contains SOAP response

template, fills it with the SHA1 encrypted string, and writes that to the response stream.

SampleHttpHandler.cs

namespace Perfect XM.. Ht t pHandl er Test

{

usi ng System

usi ng System Web;

usi ng System Xml ;

usi ng System Security. Cryptography;

public class Sanpl eHttpHandl er : |HttpHandl er

{

public bool |sReusable {get {return true; } }

public void ProcessRequest (Htt pCont ext ctx)

{

string InputString = GetlnputString(ctx);
string SHAlEncryptedString = DoSHAlEncryption(lnputString);
SendResponse(ctx, SHAlEncryptedString);

return;

private string GetlnputString(HttpContext ctx)

{

try
{
Xm Reader reqStreanReader = new Xm Text Reader (ct x. Request . | nput Strean) ;

Xm Docurnent soapRequest Doc = new Xm Docunent () ;
soapRequest Doc. Load(r eqSt r eanReader) ;

Xm Node i nput Stri ngNode;
i nput St ri ngNode = soapRequest Doc. Docunent El enent . Sel ect Si ngl eNode("/ /I nput String");



return inputStringNode. | nnerText;

}
cat ch(Exception el)
{
return el. ToString();
}

}

private string DoSHALEncryption(string I nputString)

{
const int DATA SIZE = 40;

byte[] data = new byte[lnputString. Length];

char[] chardata = InputString. ToCharArray();
char[] resultdata = new char[ DATA SI ZE] ;

int ilndex=0;
foreach (char c in chardata)
data[il ndex++] = Convert. ToByte(c);

byte[] result;

SHA1 sha = new SHALCrypt oServi ceProvi der();
result = sha. Conput eHash(data);

return System BitConverter. ToString(result). Replace("-",""). ToLower();
}
private void SendResponse(Htt pContext ctx, string SHALEncryptedString)
{
try
{
ct x. Response. Buf fer Qut put = true;
ct x. Response. Cont ent Type = "text/xm";
Xm Docunent soapResponseDoc = new Xnml Docunent ();
soapResponseDoc. Load( ct x. Server. MapPat h(" SOAPResponse. xm ")) ;
Xm Node resul t StringNode;
resul t Stri ngNode = soapResponseDoc. Docunent El enent . Sel ect Si ngl eNode("// Get SHA1HashResul t");
resul t Stri ngNode. | nner Text = SHALlEncryptedString;
ct x. Response. Wit e(soapResponseDoc. Docunent El enent . | nner Xm ) ;
}
cat ch( Exception e)
{
ct x. Response. Wite(e. ToString());
}
}

}
}

The above C# class when complied can now acts as an endpoint for HTTP request. Let's deploy this HTTP handler:
(Related link: Deploying HTTP Handlers and HTTP Modules)

e Step 1: Compile the C# class
csc /out:bin\SampleHttpHandler.dll /t:library SampleHttpHandler.cs

Make sure you have a sub-folder named bin under the current virtual root and run the above command on the



DOS command prompt. The above command executes the C# command line compiler asking it to build a
assembly DLL and put it in the bin folder.

Step 2: Update IIS Metabase

Start 11S Service Manager, right click on the virtual directory, select Properties, click on Configuration button on
the "Virtual Directory” tab to bring the Application Configuration dialog box. Click "Add" button to add the
Application Extension Mapping. For Executable text box, select aspnet_isapi.dll from the same location as it is
for .aspx or .asmx handler (for example: C:\WINNT\Microsoft. NET\Framework\v1.1.4322\aspnet_isapi.dll),
type extension as .enc. Leave Verbs to "All Verbs" and only "Script engine"” checked.

This tells 11S that for any HTTP request for file with extension .enc, it should forward the request to ASP.NET
(aspnet_isapi.dll). Only thing remaining now is to tell ASP.NET to use our handler for such requests. We do this
by updating web.config file under the vroot.

Step 3: Updating web.config
Add the following entry in the web.config file under the system.web section:

<ht t pHandl er s>
<add verb="*" path="*.enc"
type="Perfect XML. Ht t pHandl er Test . Sanpl eHt t pHandl er, Sanpl eHtt pHandl er” />
</ ht't pHandl er s>

The above web.config entry defines a new HttpHandler for all types of requests for all files with extension .enc.
The type attribute contains the fully qualified class name followed by the assembly name.

It's now time to write a client for the above Web service. Once again, we'll write a VB.NET Windows Forms application.
Download the code accompanied with this article and open HttpHandlerClient.sIn.

M SHA1 Encryption : IHttpHandler Demo -10] x|

[t

Clutput;

< tuml werzsion=""1.0"" encoding=""utf-3""?> -
<zoap:Envelope
wming zoap=""http: /Fzchemas. smlzoap. orgdz0apdenvelope s
<zoap Body:
<GetSHATHash:
<InputStringr Perfect=tL< AnputString:
</GetSHATHash:
</fenap Body:

[

<zoap:Body ming soap="http: //zchemasz. smlzoap.orgdsoap/envelope ' ;I
<GetSHATHazshResponse:r

< /GetsHATH ashResponses
< /zoap:Body: LI

<GetSHATHazshResult> 91 cbffcade6235408328071 b2f 3edbddbals 7 293
</GetSHATHashR esult:

Figure 6 - Web service client

Forml.vb

Try

Cursor = Cursors. Wit Cursor

' Send POST request to *.enc file - the request stream contains the SOAP nessage
Dimreq As HttpWbRequest = _

CType(WebRequest . Create("http://1 ocal host/ Real Wr | dWebSvcs/test.enc"), HttpWbRequest)
req. Met hod = " POST"



req. ContentLength = txtlnput. Text.Length

Dim aStream As Stream = req. Get Request Stream()

Di m encodi ng As New ASCI | Encodi ng()

Di m byteData As Byte() = encoding. Get Bytes(txtl nput. Text)
aStream Wite(byteData, 0, byteData.LlLength)

aStream Cl ose()

' Read t he Response

Dimres As Htt pWebResponse = req. Get Response()
aStream = res. Get ResponseStrean()

Di m byt eResul t Dat a(res. Cont ent Length) As Byte
aStream Read( byt eResul tData, 0, res. ContentLength)
t xt Qut put . Text = encodi ng. Get St ri ng( byt eResul t Dat a)
aStream Cl ose()

Catch el As Exception

txt Qut put. Text = el. ToString()
Finally

Cursor = Cursors. Default
End Try

The above client application uses Ht t pebRequest and Htt pwebResponse classes from the Syst em Net to POST a
SOAP request message and receive the response.

TIps
Here are some ASP.NET Web services tips:

e Disabling GET and POST
By default, ASP.NET Web services support GET, POST, and SOAP methods to invoke Web services. The r enpve
element can be used to turn off GET and POST:

<syst em web>
<webServi ces>

<pr ot ocol s>
<renove nanme="Htt pPost"/>
<renove name="HttpGCet"/>
</ pr ot ocol s>

</ webServi ces>
</ syst em web>

® \Web Service URL from the web.config file
When you run wsdl.exe (or when Visual Studio .NET runs it for you to add Web Reference), the generated Web
service proxy class contains the hard-coded reference to the Web service URL. However if you wanted the
flexibility to configure the Web service URL, you can pass Zappsettingurlkey: (or Zurlkey: for short)
parameter with wsdl.exe and along with the key in web.config file from where the generated proxy class will
read the Web service URL.

® Generating code using wsdl.exe
By default the wsdl.exe tool generates the Web service client (proxy) code. However, if you pass the /server
parameter, it will generate an abstract class for an XML Web service implementation. By default C# code is
generated, use /language (or /I for short) for other languages such as VB.NET.

e web.config editor
If you hate text editing .config files, then $24.95 can get you an excellent editor. See HunterStone Inc. Web



site for more details.

Summary

The goal of this article was to present some of the ASP.NET Web services development techniques that you can use
while building SOAP applications. This article illustrated using SOAP headers, writing asynchronous clients, raising and
handling SOAP faults, working with binary data, state management, caching, and hooking into HTTP pipeline.



